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Careless modulo arithmetic can introduce vulnerability.

Description

According to [Seacord 05]:

Integers represent a growing and underestimated source of vulnerabilities in C and C++ programs.
This is primarily because boundary conditions for integers, unlike other boundary conditions in
software engineering, have been intentionally ignored. Most programmers emerging from colleges
and universities understand that integers have fixed limits, but because these limits were either
deemed sufficient, or because testing the results of each arithmetic operation was considered
prohibitively expensive, violating integer boundary conditions has gone almost entirely unchecked
in commercial software.

For an indepth coverage of this issue in C and C++, see Safe Integer Operations6.
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